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Gas sensor physical unclonable function based on Ni-SnO, nanoparticles

LI Lewei ', WANG Pengjun’’, ZHANG Yuejun'
( 1.Factual of Electrical Engineering and Computer Science, Ningbo University, Ningbo 315211, China;
2.College of Electrical and Electronic Engineering, Wenzhou University, Wenzhou 325035, China )

Abstract: Gas sensors are widely used in industry and other fields with the functions of identification, detection,
and monitoring, but they lack the functions of rapid identification and positioning in the early warning of leakage.
In this paper, a GS-PUF (Gas Sensor-Physical Unclonable Function) design scheme is proposed. The method of
doping heavy Ni elements is adopted to prepare Ni-SnO, gas sensor with electrostatic spray deposition technique
to obtain more stable and reliable physical characteristics. Then the response data of gas sensors to different
concentrations of gas are collected. Finally, the random resistance multi-bit balance algorithm is used to compare
the response electrical signal values of different groups of gas sensors to achieve PUF data output. Multiple
groups which can generate 128 bit binary data of PUF samples are implemented for comparison experiment. The
results show that the designed GS-PUF has the function of identifying and locating the source of gas leakage,
and the randomness is increased to 99%, and the uniqueness is 49.80%.

Key words: Ni-SnO, nanoparticles; physical unclonable function; gas sensor; electrostatic spray deposition
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