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Design of parallel multiplier for Saber

LU Jie', WANG Pengjun®’, ZHANG Huihong'
( 1.Faculty of Electrical Engineering and Computer Science, Ningbo University, Ningbo 315211, China;
2.College of Electrical and Electronic Engineering, Wenzhou University, Wenzhou 325035, China )

Abstract: With the development of the quantum computer, the security of modern cryptosystems will be placed
under threat. In defending against quantum computing attacks, Saber algorithm becomes one of the schemes in
the ongoing post-quantum cryptography standardization project. The bottleneck of Saber is multiplication in
polynomial quotient rings, where the multiplication occupies high costs in computation operation. In this paper, a
parallel multiplier for Saber is proposed, which is based on analysis of Karatsuba and Schoolbook. Firstly,
disassembling the calculated path of polynomial modulo multiplication is carried out by the Karatsuba algorithm,
whereby a strategy of combining multiplication reused with addition superseding multiplication is utilized to
reduce hardware overhead. Secondly, the critical path is compressed by a parallel structure. Finally, in the TSMC
65 nm process, analysis is conducted using the tools of Modelsim and DC. The results indicate that the designed
scheme accomplishes 137 clock cycles’ critical path of an operation, improving 46.5% in speed performance as
compared with the conventional method, the power consumption is 87.83 mW and the area overhead is
927.32x10° pm’.

Key words: post-quantum cryptography; Saber algorithm; Karatsuba algorithm; Schoolbook multiplication
method; parallel multiplier
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