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on adversarial networks
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Abstract: With the emergence of neural cryptography, an increasing number of studies employ neural networks
to train encryption and decryption algorithms. While the use of adversarial networks enables end-to-end
high-security encryption and decryption, challenges such as high overhead and low speed persist. To address this
problem, this paper proposes a configurable encryption and decryption hardware design scheme for neural
networks through the co-optimization of computational unit cores, data storage architectures, and data flow
behavior. The proposed scheme first optimizes the encryption and decryption model for hardware compatibility,
completing network training and quantization. Secondly, it employs a Winograd+DSP48-based convolution
acceleration method, reducing the required multipliers from 96 to 32. Finally, a CPU control and scheduling
system architecture is designed, integrating dynamic control of accelerator operation modes to achieve a
high-performance configurable encryption and decryption hardware circuit. Experimental results demonstrate
that the proposed solution achieves a maximum operating frequency of 133 MHz, with a power consumption of
32.4mW, and a throughput of 17.06 GOPs. The accuracy rate of encryption and decryption in the network
reaches 100%, the accuracy rate of cracking the network approaches 50%, and the hardware circuit features
configurability and high security.
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