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Evaluation and Improvement for LSB Matching Steganography

FANG Meng-meng'?, HE Jia-ming'?", JIN Chao’, SHI Zhi-hui'*
( 1.Institute of Communication Technology, Ningbo University, Ningbo 315211, China; 2.Key Laboratory of Mobile
Internet Application Technology of Zhejiang Province, Ningbo University, Ningbo 315211, China; 3.CKC Institute of
Artificial Intelligence and Software Engineering, Ningbo University, Ningbo 315211, China )

Abstract: By analyzing the performance impact of different matching orders between secret messages and
carrier pixels on the algorithm, this paper proposes a three-level score evaluating strategy based on the pair-wise
LSB matching method proposed by Mielikainen. Using the new evaluating strategy, a particle swarm
optimization algorithm is applied to search for an optimal solution among all such permutation orders, based on
which a novel steganographic algorithm is presented aiming at improving Mielikaine's method. The
experimental results indicate that, with the same amount of secret information, the proposed method further
reduces the number of pixels with changed gray-values in the carrier image after embedding the secret messages.
Therefore, the stegano image achieves higher visual perceptual quality using the proposed method than
Mielikainen’s method.

K ey words: information hiding; LSB matching; steganography; evaluation; particle swarm optimization algorithm



