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Electronic Evidence Gathering for Illegal Network Intrusion

ZHUANG lJian-er
( The Internet Police Detachment of the Huzhou Public Security Bureau, Huzhou 313000, China )

Abstract: Tllegal Network Intrusion is one of the main threats that we are facing in the field of network security.
In order to crack down the illegal network intrusion, in this work, taking the Windows system as the platform,
the author makes some efforts on summarizing the methods and analyzing the contents of the electronic evidence
obtained from the common website severs in illegal network intrusion activities. The focal point of this article is
set on the analysis and statement of the evidence gathering, which involves using the mutable figures, event logs,
website logs, unusual accounts and documents, the documents record in some particular contents. Some useful
countermeasures are also presented in the end of this paper.

Key wor ds. website; illegal intrusion; electronic evidence



