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Stream Cipher Based on Mutually Orthogonal Quasigroups

ZHANG Xiao-yan, XU Yun-qing*
( Faculty of Science, Ningbo University, Ningbo 315211, China )

Abstract: Edon80 is a hardware binary additive synchronous stream cipher submitted to the last phase of the
eSTREAM project. The core of the cipher consists of quasigroup string e-transformations and employs four
quasigroups of order 4. The best attack on Edon80 is the key recovery attack given by Johansson and Hell, which
can recover the key with complexity around 2. In this paper, using the characteristics of orthogonal quasigroup
to overcome the shorting of Edon80, a binary additive synchronous stream cipher named Double40 is designed.
It is based on a pair of mutually orthogonal quasigroups of order 8 which are self-orthogonal. The developed

algorithm disables the key recovery attack of Johansson and Hell on Double40.
Key words: stream cipher; quasigroup; orthogonal Latin square



