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Design of High Randomness PUF Circuit Based on Bridge Unbalance Effect

QIAN Hao-yu, WANG Peng-jun’, LI Gang
( Institute of Circuits and Systems, Ningbo University, Ningbo 315211, China )

Abstract: Through researching on the physical unclonable function (PUF) circuit and bridge unbalance effect, a
high randomness PUF circuit is proposed in this paper. In this scheme, random deviation voltages are generated
from bridge unbalance caused by process deviation. Then, random deviation voltages are inputted into sense
amplifier to obtain response which is random and unclonable. Under TSMC 65 nm CMOS process, the full
custom design method is adopted. The layout area of PUF circuit is 2.23 umx2.43 um. Using Spectre software,
Monte Carlo simulation results verify the designed PUF circuit under different voltage conditions. And also, the
logical function and random characteristics are analyzed based on the simulation results. At 1.2V & 25 , the
randomness of the proposed PUF circuit achieves 51.8%.

K ey words: PUF; bridge unbalance effect; randomness; circuit design



