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A method of detecting Webshell based on cosine similarity calculation principle

LU Dong-hai, WANG Yang-yang, YANG Chun-yan
( Library and Information Center, Ningbo University, Ningbo 315211, China )

Abstract: The conventional Webshell detection method is based on code feature library or on the characteristics
of communication. With the hidden degree increasing, the difficulty with Webshell detection grows using the
conventional method. In order to detect the Webshell that has higher hidden degrees, we make multidimensional
vectors of Webshell feature from the code files, then compare the similarity between code files using cosine
similarity calculation principle. The code file which has very low average similarity is considered a good
candidate for Webshell file. Experiment shows that the average similarity between the normal code files is in
order of magnitude ranging from 10" to 107, whereas the average similarity between the normal code file and
Webshell file is in the range of 10, Therefore, this method can effectively detect Webshell.

Key words: Webshell; similarity; cosine theorem; web security



