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TVD
Enax/f] Epnin/fJ AE/A]T E/AfJ oe/f] NED/% NSD/%
TYP 10.631 4 10.627 7 0.003 7 10.629 6 0.001 3 0.034 8 0.0124
BCF 12.861 9 12.858 1 0.003 8 12.860 3 0.001 4 0.029 5 0.010 7
WCS 8.858 6 8.849 1 0.009 5 8.856 0 0.004 0 0.107 2 0.0453
TL 11.648 2 11.645 3 0.002 9 11.646 5 0.001 1 0.024 9 0.009 4
ML 15.941 8 15.936 1 0.005 7 15.939 6 0.002 1 0.0358 0.013 4
DDPL! TYP 4.007 0 3.986 0 0.021 0 3.996 0 0.008 0 0.500 0 0.200 0
SDML!"! TYP 0.442 8 0.297 8 0.1449 0.4133 0.0831 327400  20.1200
ST TYP 0.0019 0.001 0 0.000 9 0.001 6 0.000 4 47.108 6 21.804 6
2 M1 M2) , 1.2V,
25 ; (2) BCF(Best Case Fast): FF ,
, TVD 10%, -40 ; (3)
6.595 pum><1.8 pm. WCS(Worst Case Slow): SS
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Design and performance analysis of logic obfuscation circuit based on TVD

LI Li-wei', WANG Peng-jun'*’, ZHANG Yue-jun'”
( 1.Institute of Circuits and Systems, Ningbo University, Ningbo 315211, China;
2.College of Mathematics, Physics and Electronic Information Engineering, Wenzhou University, Wenzhou 325035, China;

3.State Key Laboratory of Cryptology, Beijing 100878, China )

Abstract: Reverse engineering and DPA (Differential Power Analysis) are the common techniques for stealing
IP (Intellectual Property) information. By investigating the logic obfuscation circuit and the relationship between
data and power, a scheme of the logic obfuscation circuit is proposed using TDPL (Three-phase Dual-rail
Pre-charge Logic) and TVD (Threshold Voltage Defined) characteristics, which can prevent reverse engineering
and DPA attacks. This scheme utilizes a symmetric differential pull-down network and a sense amplifier, the
same circuit structure is used to achieve different logic functions through the configuration of threshold voltages.
Spectra simulation results show that the logic obfuscation circuit based on TVD is designed with the correct
logic function. Under various PVT tests, the normalized energy deviation and standard deviation are lower than
0.107 2% and 0.045 3%, respectively. Compared with the common static circuits, the proposed design achieves
21.79% higher in power independent performance, which is capable of defending against reverse engineering
and DPA.

Key words: logic obfuscation; threshold voltage defined; reverse engineering; differential power analysis



